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COUNTER FRAUD NEWSLETTER

Welcome to our October 2023 Counter Fraud newsletter for NHS staff. We hope you find the
contents helpful. If you need any advice on fighting NHS fraud, you can find our contact details
on the final page.
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Fighting Fraud Together

In today's digital world, fraud has become more advanced. Cyber-criminals are constantly creating new ways of trying to
trick people. However, all of us can play a vital role in preventing fraud.

o Education Is Your Shield: Staying informed about the latest scams is your first line of defence. The more you know about
how fraudsters behave and what their current strategies are, the better your chances of spotting scams in the wild.

e Scepticism: Your Inner Lie Detector: When you encounter suspicious emails, adverts, text messages or other offers that
seem too good to be true, being sceptical can save you from trouble. Always take the time to consider what steps you
can take to check if something is legitimate. There’s loads of advice available online covering loads of different scam
types (e.g. search “romance scam advice” or “ Facebook marketplace scam advice” to see some examples).

¢ Listen to Your Gut (Intuition): If something feels off, take a moment to pause and think. This piece of advice is central to
the fraud awareness campaign run by Take 5 to Stop Fraud, as fraudsters will often try to panic you or rush you into
making a mistake.

o Speak Up and Report: Talking about fraud and reporting it can help prevent others from falling into the same traps. It
also exposes the tactics fraudsters use. You'll find advice on how to report different types of fraud on page 5 of this
newsletter.

In our interconnected world, people armed with knowledge, skepticism, intuition, and open communication are the front
line of defence against fraud. Together, we can outsmart the fraudsters and keep ourselves and others safe.


https://www.takefive-stopfraud.org.uk/

Property to Rent Scams

Fraudsters have been taking advantage of the shortage of rental
properties, rising rent prices, and high levels of demand. Usually,
these scams start with a post on social media advertising a
property or room to rent at an attractive rate.

In some of these scams, the fraudster asks the victim to pay a
deposit or rent in advance, before the victim has been able to
view the property. Once paid, the fraudster cuts all contact.

In other cases, victims have been shown around properties,
asked to sign official-looking contracts, and have even been
given keys after paying a deposit. However, when they later try to
move in they find their key doesn’'t work and / or that there is
someone else already living at the address. The “landlord”
vanishes, leaving the victim out of pocket.

Vehicle Tax Scams

The DVLA now allow you to set up tax and MOT reminders via
text or email. This is excellent news for fraudsters.

Pesky criminals are trying to lure motorists into a trap by saying
that they are owed a refund. Others threaten you with a fine if
you don’t make a payment, or tell you that your payment has
failed and you are driving round illegally.

The DVLA have confirmed that they will never contact you via
email or text asking you for either your personal details or
payment information.

Crypto Investment Scams

As the cost of living continues to bite, crypto-currency
investment schemes can seem tempting. Adverts often pop up
on social media, and you may even see that a friend or celebrity
appears to be endorsing a particular scheme.

However, there are huge numbers of crypto currency scams
going round. The fraudsters behind these scams go to significant
lengths to carry out their attacks. This includes creating
websites, investment “dashboards”, customer portals, reports on
returns, and even fake policy and procedure documents.

Fraudsters also promote these schemes using deep-fake
technology and hijacked social media accounts, giving the
impression that people you trust are endorsing them. Victims of
crypto-currency investment scams come from all walks of life,
including experienced finance professionals, which shows just
how convincing these scams can be.

Advice

¢ Be wary of accommodation advertised on social
media or unregulated platforms. Photos can be
stolen from genuine listings.

« All letting agents and property managers must be
registered with a government-approved redress
scheme. The_ National Trading Standards website
has a tool where this can be checked.

¢ Look out for pressure tactics - if the “landlord” is
trying to panic you into sending money, take a
step back.

e There is more advice on how to keep yourself safe
from these scams on the Which? website.

Advice

You can check your car tax and MOT status by
visiting the official DVLA website

Make a note of your renewal dates on an electric
calendar or in a good old fashioned paper diary.

Avoid posts on social media which show your car
registration or any driving documents

If are in a car lease scheme, check what is included.
You may hot be responsible for arranging the tax on
the vehicle you have.

Advice

The_Natwest website has some really helpful advice
on protecting yourself from these scams.

« Take your time - be wary of pressure tactics such
as pushy / persistent phone calls and time limited
“trading events”.

Be sceptical of social media adverts - the

scammers may use unauthorised or fake photos /
videos, or hijacked social media accounts to claim
that a trusted party has endorsed them.

Seek advice - speak to a reputable source before
making any investments.

Registration - Ensure any financial firms you deal
with are on the FCA register.



https://www.nationaltradingstandards.uk/property-agent-checker/
https://www.which.co.uk/news/article/renters-targeted-by-scammers-on-spareroom-and-facebook-acdHR0k5kVGt
https://www.theguardian.com/money/2023/oct/10/crypto-scam-finance-boss-fraudsters-savings
https://register.fca.org.uk/s/
https://usa.kaspersky.com/resource-center/definitions/cryptocurrency-scams
https://www.natwest.com/fraud-and-security/fraud-guide/investment-fraud.html
https://vehicleenquiry.service.gov.uk/?_ga=2.172010731.998847246.1695366300-1134622256.1686233796
https://vehicleenquiry.service.gov.uk/?_ga=2.172010731.998847246.1695366300-1134622256.1686233796

Cyber Fraud
Remote Access

Scams

Remote Access Frauds are on the rise nationally with a
variety of methods being reported.

Usually, the victim is contacted by telephone and the caller
might claim they've spotted a problem with the victim’s
computer and offer to take remote control of the device to
fix it.

They may even say they're calling from the victim’s bank
and need to help with a problem with their account.

¢ They will then convince the victim to install a piece of
software that enables them to have remote access to
their computer.

e During the call, the victim will be instructed to login to
their online banking. Remote access software is used to
blur the victim'’s screen whilst the scammer makes
fraudulent transactions from the victim’s account.

e The victim may be asked to read out a series of
numbers the scammer claims they have sent to the
victim’s mobile. In reality, these numbers will be one-
time verification codes from the victim’s bank which
will allow the fraudster to bypass security controls to
transfer money out of the victim’s bank account.

Some victims have reported slightly different versions of
how the scam is perpetrated. However, the goal and
general methodology of the fraudsters remains the same.

Protecting Yourself from Remote Access Scams:

o Never install any remote access software on your device
as a result of an unsolicited telephone call, browser pop
up, or text message.

e One-time verification codes sent to you by your bank to
authorise transactions on your account should never be
shared with anyone, not even bank employees.

o Ifyou believe your laptop, PC, tablet or phone has been
infected with a virus or some other type of malware,
follow the National Cyber Security Centre’s guidance on
recovering_an infected device.

e Protect your money by contacting your bank
immediately on a different device from the one the
scammer contacted you on.

e Make sure your computer is protected with regularly
updated anti-virus and anti-spyware software, and a
good firewall.

Windews Remate Assistance X

Would you like to allow Nick Smith to connect
to your computer?

After connecting, Mick Smith will be able to see whatever is on
your desktop.

Cyber Security Awareness Month 2023

October marks Cyber Security Awareness Month, a global
initiative aimed at raising awareness about the
importance of cybersecurity. The NHS holds a huge
amount of sensitive data, ranging from patient records to
operational and financial information. Unfortunately, this
makes the NHS a prime target for cyberattacks. Here are
some key measures we can all take:

Phishing Attacks: Be cautious when opening emails,
particularly those requesting personal details or
containing dubious links or attachments.

Robust Passwords: Use strong, unique passwords for
your accounts. Use passwords that encompass a
combination of letters, numbers, and symbols or use the
three random words method.

Two-Factor Authentication (2FA): Activate 2FA wherever
you can. This additional layer of security can help thwart
unauthorised access attempts.

Routine Software Updates: Keep your devices and
software up to date to reduce the risk of exploitation.

Report Suspicious Activity: Promptly report concerns to
your IT department and speak to your Local Counter
Fraud Specialist.

Secure Remote Work: When working from home, use
VPNs and follow the same cybersecurity protocols as you
would in the office.

Policies and Procedures: Follow your organisation’s
policies and procedures when handling and safeguarding
sensitive information.

Continuous Learning: Cyber-criminal’'s tactics are
constantly evolving. Make sure to read our monthly
Counter Fraud newsletter and sign up to our Cyber Fraud
Masterclasses.

This Cyber Security Awareness Month, remember that we
all have a vital role to play in protecting the NHS.

For further information, please see the NHS Digital
Website: Cyber Security Awareness Month.



https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take
https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take
https://digital.nhs.uk/cyber-and-data-security/campaigns/cyber-security-awareness-month-october-2023
https://digital.nhs.uk/cyber-and-data-security/campaigns/cyber-security-awareness-month-october-2023

Fraud Prevention Masterclasses

The 2023/24 Fraud Prevention Masterclass programme has now launched. The Masterclasses are delivered via
Microsoft Teams and sessions typically last around 1 hour. Further dates will be published later this year. We

will be covering the following topics:

General Fraud Awareness 23rd October 11am, 12th December 10am

Fraud Awareness for Managers 1st November 10am, 16th January 11lam

Cyber Fraud 25th October 10am, 14th December 10am

Payroll Fraud 9th November 2pm, 23rd January 10am

Procurement Fraud 24th October 10am, 11th December 1:30pm

Creditor Payment Fraud 13th November T1lam, 16th January 10am

Fraud Awareness for HR 6th December 11am, 20th February 10am

Recruitment Fraud 16th November 2pm, 16th January 10am

If you would like to book a place for any of these sessions, please contact yhs-tr.audityorkshire@nhs.net

Bespoke Training Sessions

The Local Counter Fraud Team are always happy to pop along to speak to individual teams. If you would like
us to attend one of your team meetings, to deliver a training session on a key fraud risk area, or for any other
fraud prevention advice, please contact us using our details (which you'll find on the last page).




REPORTING FRAUD
CONCERNS

Fraud vs the NHS

If you think that fraud may be being
carried out against the NHS, please
notify your Local Counter Fraud
Specialist. You'll find our contact
details on the next page.

You can also report your concerns to
the NHS Counter Fraud Authority using
their online reporting tool or phone
number. You'll find these details on the
next page.

If you choose to make an anonymous
report, please give as much information
as possible as we won't be able to get
back in touch with you to clarify
anything.

Suspicious Emails

Do not click on any links or attachments.

If you have received a suspicious email to
your @nhs.net email account, you can
forward it (as an attachment) to
spamreports@nhs.net

If you are not sure how to forward an email
as an attachment, contact the LCFS team
and we will help you.

If you have been sent a suspicious email to
another type of email account (not
@nhs.net) you can forward it to
report@phishing.gov.uk

Suspicious texts

Do not click on any links in the
suspicious text message.

You can forward suspect text
messages to 7726.

Fraud against a member of
the public

These concerns can be reported to
Action Fraud (0300 123 20 40),

If the person has lost money, it may also
be appropriate to report the matter to
the police.

If you suspect that the person's bank
account has been compromised, it is
important that they speak to their
bank as a matter of urgency.

I've read the options but
I'm still not sure what to do

The Local Counter Fraud team will
be happy to advise.

Our contact details are on the next
page.




CONTACT US

Steve Moss
Steven.Moss@nhs.net / 07717 356 707

Head of Anti Crime Services /LCFS

Steve manages the Counter Fraud
Team.

Nikki Cooper
Nikki.Cooperl@nhs.net / 07872 988 939

LCFS Covering:
Humber Teaching NHS Foundation
Trust

Humber and North Yorkshire ICB

Leeds Community Healthcare

Shaun Fleming
ShaunFleming@nhs.net / 07484 243 063

LCFS and LSMS Covering:

Calderdale and Huddersfield NHS
Foundation Trust

West Yorkshire ICB

Lincolnshire ICB

Lee Swift
Lee.Swiftl@nhs.net 07825 110 432

LCFS Covering:
Airedale NHS Foundation Trust

AGH Solutions

Bradford District Care NHS Foundation
Trust

Leeds and York Partnership NHS
Foundation Trust

Acronym Decoder
LCFS - Local Counter Fraud Specialist
LSMS - Local Security Management Specialist
ICB - Integrated Care Board

Marie Dennis (was Hall)
Marie.Dennis2@nhs.net / 07970 265 017

Assistant Anti Crime Manager
covering all clients, and LCFS covering:

York and Scarborough Teaching
Hospitals NHS Foundation Trust

NHS Professionals

Rosie Dickinson
rosie.dickinsonl@nhs.net / 07825 228 175

LCFS Covering:
Harrogate and District NHS Foundation
Trust

Spectrum Community Health CIC

West Yorkshire ICB

Rich Maw
R.Maw@nhs.net / 07771 390 544

LCFS Covering:

Bradford Teaching Hospitals NHS
Foundation Trust

Local Care Direct

Mid Yorkshire Teaching NHS Trust

You can also report fraud concerns to
the NHS Counter Fraud Authority:
0800 028 40 60
https://cfa.nhs.uk/reportfraud

’ Follow us on Twitter - search for
@AYCounter Fraud

Scan here to see previous
editions of our newsletters




